1. [bookmark: _Toc507403463][bookmark: _Toc528072901][bookmark: _Toc528073222][bookmark: _Toc529198471]Tipos de Cabos a Utilizar
Toda a infraestrutura cablada deverá estar montada numa base de cabos UTP cat6.
Todos os pontos terminais deverão ter uma tomada com o respetivo conector baseado na norma T568B. Recomendamos a colocação de um ponto duplo junto da antena (não obrigatório).
Quanto à fibra ótica, a mesma deverá estar construída com fibra multimodo terminando a mesma numa caixa de conexão.
Tabelas de cores dos cabos a utilizar:
	Cores
	Tipo de ligação

	Roxo
	Acesso routing corporativo

	Laranja
	Acesso routing internet

	Amarelo
	Acesso antenas

	Castanho
	Acesso POS

	Azul
	Acesso voz

	Verde
	Acesso servidores

	Preto
	Acesso balanças

	Vermelho
	Uplink entre SW e Bastidores

	Cinzento
	Acesso outros clientes gerais



Todos devem ser de categoria 6 e os mesmos devem obedecer à norma T568B.


















2. [bookmark: _Toc528072903][bookmark: _Toc528073224][bookmark: _Toc529198472]Tabelas de configurações
As tabelas seguintes apresentam os detalhes de diversas componentes na configuração dos switches.
VLANs em utilização na infraestrutura: 
	VLAN ID
	Descrição

	Vlan 1
	Gestão interna (inutilizada)

	Vlan 10
	Rede Corporativa e Gestão (nativa)

	Vlan 20
	Vlan IoT/BYOD (reservada)

	Vlan 175
	Voz

	Vlan 749
	Acesso internet sem captive portal



1. 
JM2 - Interno / Internal

JM2 - Interno / Internal

3. [bookmark: _Toc507403466]Plano detalhado de ligações ao bastidor principal
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4. [bookmark: _Toc527731252][bookmark: _Toc527911314][bookmark: _Toc528072910][bookmark: _Toc528073021][bookmark: _Toc528073126][bookmark: _Toc528073231][bookmark: _Toc528073336][bookmark: _Toc528074472][bookmark: _Toc528075855][bookmark: _Toc528076367][bookmark: _Toc528078049][bookmark: _Toc528078179][bookmark: _Toc528078737][bookmark: _Toc528078867][bookmark: _Toc528078997][bookmark: _Toc528079126][bookmark: _Toc528079255][bookmark: _Toc527731253][bookmark: _Toc527911315][bookmark: _Toc528072911][bookmark: _Toc528073022][bookmark: _Toc528073127][bookmark: _Toc528073232][bookmark: _Toc528073337][bookmark: _Toc528074473][bookmark: _Toc528075856][bookmark: _Toc528076368][bookmark: _Toc528078050][bookmark: _Toc528078180][bookmark: _Toc528078738][bookmark: _Toc528078868][bookmark: _Toc528078998][bookmark: _Toc528079127][bookmark: _Toc528079256][bookmark: _Toc527731254][bookmark: _Toc527911316][bookmark: _Toc528072912][bookmark: _Toc528073023][bookmark: _Toc528073128][bookmark: _Toc528073233][bookmark: _Toc528073338][bookmark: _Toc528074474][bookmark: _Toc528075857][bookmark: _Toc528076369][bookmark: _Toc528078051][bookmark: _Toc528078181][bookmark: _Toc528078739][bookmark: _Toc528078869][bookmark: _Toc528078999][bookmark: _Toc528079128][bookmark: _Toc528079257][bookmark: _Toc528075859][bookmark: _Toc528076371][bookmark: _Toc528078053][bookmark: _Toc528078183][bookmark: _Toc528078741][bookmark: _Toc528078871][bookmark: _Toc528079001][bookmark: _Toc528079130][bookmark: _Toc528079259][bookmark: _Toc528079384][bookmark: _Toc528079508][bookmark: _Toc528146321][bookmark: _Toc528146448][bookmark: _Toc528166433][bookmark: _Toc528166560][bookmark: _Toc528231825][bookmark: _Toc528231955][bookmark: _Toc528232092][bookmark: _Toc528232221][bookmark: _Toc528232978][bookmark: _Toc528233107][bookmark: _Toc528236847][bookmark: _Toc528236977][bookmark: _Toc528238238][bookmark: _Toc528238367][bookmark: _Toc528245332][bookmark: _Toc528245461][bookmark: _Toc528250872][bookmark: _Toc528250999][bookmark: _Toc528251128][bookmark: _Toc528251256][bookmark: _Toc528310064][bookmark: _Toc528310191][bookmark: _Toc528321074][bookmark: _Toc528321195][bookmark: _Toc528329325][bookmark: _Toc528329489][bookmark: _Toc528329655][bookmark: _Toc528329819][bookmark: _Toc528332335][bookmark: _Toc528657699][bookmark: _Toc528671620][bookmark: _Toc528757691][bookmark: _Toc528927021][bookmark: _Toc528942969][bookmark: _Toc529185216][bookmark: _Toc529185383][bookmark: _Toc529196741][bookmark: _Toc529196908][bookmark: _Toc529198505][bookmark: _Toc528075860][bookmark: _Toc528076372][bookmark: _Toc528078054][bookmark: _Toc528078184][bookmark: _Toc528078742][bookmark: _Toc528078872][bookmark: _Toc528079002][bookmark: _Toc528079131][bookmark: _Toc528079260][bookmark: _Toc528079385][bookmark: _Toc528079509][bookmark: _Toc528146322][bookmark: _Toc528146449][bookmark: _Toc528166434][bookmark: _Toc528166561][bookmark: _Toc528231826][bookmark: _Toc528231956][bookmark: _Toc528232093][bookmark: _Toc528232222][bookmark: _Toc528232979][bookmark: _Toc528233108][bookmark: _Toc528236848][bookmark: _Toc528236978][bookmark: _Toc528238239][bookmark: _Toc528238368][bookmark: _Toc528245333][bookmark: _Toc528245462][bookmark: _Toc528250873][bookmark: _Toc528251000][bookmark: _Toc528251129][bookmark: _Toc528251257][bookmark: _Toc528310065][bookmark: _Toc528310192][bookmark: _Toc528321075][bookmark: _Toc528321196][bookmark: _Toc528329326][bookmark: _Toc528329490][bookmark: _Toc528329656][bookmark: _Toc528329820][bookmark: _Toc528332336][bookmark: _Toc528657700][bookmark: _Toc528671621][bookmark: _Toc528757692][bookmark: _Toc528927022][bookmark: _Toc528942970][bookmark: _Toc529185217][bookmark: _Toc529185384][bookmark: _Toc529196742][bookmark: _Toc529196909][bookmark: _Toc529198506][bookmark: _Toc528075861][bookmark: _Toc528076373][bookmark: _Toc528078055][bookmark: _Toc528078185][bookmark: _Toc528078743][bookmark: _Toc528078873][bookmark: _Toc528079003][bookmark: _Toc528079132][bookmark: _Toc528079261][bookmark: _Toc528079386][bookmark: _Toc528079510][bookmark: _Toc528146323][bookmark: _Toc528146450][bookmark: _Toc528166435][bookmark: _Toc528166562][bookmark: _Toc528231827][bookmark: _Toc528231957][bookmark: _Toc528232094][bookmark: _Toc528232223][bookmark: _Toc528232980][bookmark: _Toc528233109][bookmark: _Toc528236849][bookmark: _Toc528236979][bookmark: _Toc528238240][bookmark: _Toc528238369][bookmark: _Toc528245334][bookmark: _Toc528245463][bookmark: _Toc528250874][bookmark: _Toc528251001][bookmark: _Toc528251130][bookmark: _Toc528251258][bookmark: _Toc528310066][bookmark: _Toc528310193][bookmark: _Toc528321076][bookmark: _Toc528321197][bookmark: _Toc528329327][bookmark: _Toc528329491][bookmark: _Toc528329657][bookmark: _Toc528329821][bookmark: _Toc528332337][bookmark: _Toc528657701][bookmark: _Toc528671622][bookmark: _Toc528757693][bookmark: _Toc528927023][bookmark: _Toc528942971][bookmark: _Toc529185218][bookmark: _Toc529185385][bookmark: _Toc529196743][bookmark: _Toc529196910][bookmark: _Toc529198507][bookmark: _Toc528075862][bookmark: _Toc528076374][bookmark: _Toc528078056][bookmark: _Toc528078186][bookmark: _Toc528078744][bookmark: _Toc528078874][bookmark: _Toc528079004][bookmark: _Toc528079133][bookmark: _Toc528079262][bookmark: _Toc528079387][bookmark: _Toc528079511][bookmark: _Toc528146324][bookmark: _Toc528146451][bookmark: _Toc528166436][bookmark: _Toc528166563][bookmark: _Toc528231828][bookmark: _Toc528231958][bookmark: _Toc528232095][bookmark: _Toc528232224][bookmark: _Toc528232981][bookmark: _Toc528233110][bookmark: _Toc528236850][bookmark: _Toc528236980][bookmark: _Toc528238241][bookmark: _Toc528238370][bookmark: _Toc528245335][bookmark: _Toc528245464][bookmark: _Toc528250875][bookmark: _Toc528251002][bookmark: _Toc528251131][bookmark: _Toc528251259][bookmark: _Toc528310067][bookmark: _Toc528310194][bookmark: _Toc528321077][bookmark: _Toc528321198][bookmark: _Toc528329328][bookmark: _Toc528329492][bookmark: _Toc528329658][bookmark: _Toc528329822][bookmark: _Toc528332338][bookmark: _Toc528657702][bookmark: _Toc528671623][bookmark: _Toc528757694][bookmark: _Toc528927024][bookmark: _Toc528942972][bookmark: _Toc529185219][bookmark: _Toc529185386][bookmark: _Toc529196744][bookmark: _Toc529196911][bookmark: _Toc529198508][bookmark: _Toc528075863][bookmark: _Toc528076375][bookmark: _Toc528078057][bookmark: _Toc528078187][bookmark: _Toc528078745][bookmark: _Toc528078875][bookmark: _Toc528079005][bookmark: _Toc528079134][bookmark: _Toc528079263][bookmark: _Toc528079388][bookmark: _Toc528079512][bookmark: _Toc528146325][bookmark: _Toc528146452][bookmark: _Toc528166437][bookmark: _Toc528166564][bookmark: _Toc528231829][bookmark: _Toc528231959][bookmark: _Toc528232096][bookmark: _Toc528232225][bookmark: _Toc528232982][bookmark: _Toc528233111][bookmark: _Toc528236851][bookmark: _Toc528236981][bookmark: _Toc528238242][bookmark: _Toc528238371][bookmark: _Toc528245336][bookmark: _Toc528245465][bookmark: _Toc528250876][bookmark: _Toc528251003][bookmark: _Toc528251132][bookmark: _Toc528251260][bookmark: _Toc528310068][bookmark: _Toc528310195][bookmark: _Toc528321078][bookmark: _Toc528321199][bookmark: _Toc528329329][bookmark: _Toc528329493][bookmark: _Toc528329659][bookmark: _Toc528329823][bookmark: _Toc528332339][bookmark: _Toc528657703][bookmark: _Toc528671624][bookmark: _Toc528757695][bookmark: _Toc528927025][bookmark: _Toc528942973][bookmark: _Toc529185220][bookmark: _Toc529185387][bookmark: _Toc529196745][bookmark: _Toc529196912][bookmark: _Toc529198509][bookmark: _Toc528075866][bookmark: _Toc528076378][bookmark: _Toc528078060][bookmark: _Toc528078190][bookmark: _Toc528078748][bookmark: _Toc528078878][bookmark: _Toc528079008][bookmark: _Toc528079137][bookmark: _Toc528079266][bookmark: _Toc528079391][bookmark: _Toc528079515][bookmark: _Toc528146328][bookmark: _Toc528146455][bookmark: _Toc528166440][bookmark: _Toc528166567][bookmark: _Toc528231832][bookmark: _Toc528231962][bookmark: _Toc528232099][bookmark: _Toc528232228][bookmark: _Toc528232985][bookmark: _Toc528233114][bookmark: _Toc528236854][bookmark: _Toc528236984][bookmark: _Toc528238245][bookmark: _Toc528238374][bookmark: _Toc528245339][bookmark: _Toc528245468][bookmark: _Toc528250879][bookmark: _Toc528251006][bookmark: _Toc528251135][bookmark: _Toc528251263][bookmark: _Toc528310071][bookmark: _Toc528310198][bookmark: _Toc528321081][bookmark: _Toc528321202][bookmark: _Toc528329332][bookmark: _Toc528329496][bookmark: _Toc528329662][bookmark: _Toc528329826][bookmark: _Toc528332342][bookmark: _Toc528657706][bookmark: _Toc528671627][bookmark: _Toc528757698][bookmark: _Toc528927028][bookmark: _Toc528942976][bookmark: _Toc529185223][bookmark: _Toc529185390][bookmark: _Toc529196748][bookmark: _Toc529196915][bookmark: _Toc529198512][bookmark: _Toc528075867][bookmark: _Toc528076379][bookmark: _Toc528078061][bookmark: _Toc528078191][bookmark: _Toc528078749][bookmark: _Toc528078879][bookmark: _Toc528079009][bookmark: _Toc528079138][bookmark: _Toc528079267][bookmark: _Toc528079392][bookmark: _Toc528079516][bookmark: _Toc528146329][bookmark: _Toc528146456][bookmark: _Toc528166441][bookmark: _Toc528166568][bookmark: _Toc528231833][bookmark: _Toc528231963][bookmark: _Toc528232100][bookmark: _Toc528232229][bookmark: _Toc528232986][bookmark: _Toc528233115][bookmark: _Toc528236855][bookmark: _Toc528236985][bookmark: _Toc528238246][bookmark: _Toc528238375][bookmark: _Toc528245340][bookmark: _Toc528245469][bookmark: _Toc528250880][bookmark: _Toc528251007][bookmark: _Toc528251136][bookmark: _Toc528251264][bookmark: _Toc528310072][bookmark: _Toc528310199][bookmark: _Toc528321082][bookmark: _Toc528321203][bookmark: _Toc528329333][bookmark: _Toc528329497][bookmark: _Toc528329663][bookmark: _Toc528329827][bookmark: _Toc528332343][bookmark: _Toc528657707][bookmark: _Toc528671628][bookmark: _Toc528757699][bookmark: _Toc528927029][bookmark: _Toc528942977][bookmark: _Toc529185224][bookmark: _Toc529185391][bookmark: _Toc529196749][bookmark: _Toc529196916][bookmark: _Toc529198513][bookmark: _Toc528075868][bookmark: _Toc528076380][bookmark: _Toc528078062][bookmark: _Toc528078192][bookmark: _Toc528078750][bookmark: _Toc528078880][bookmark: _Toc528079010][bookmark: _Toc528079139][bookmark: _Toc528079268][bookmark: _Toc528079393][bookmark: _Toc528079517][bookmark: _Toc528146330][bookmark: _Toc528146457][bookmark: _Toc528166442][bookmark: _Toc528166569][bookmark: _Toc528231834][bookmark: _Toc528231964][bookmark: _Toc528232101][bookmark: _Toc528232230][bookmark: _Toc528232987][bookmark: _Toc528233116][bookmark: _Toc528236856][bookmark: _Toc528236986][bookmark: _Toc528238247][bookmark: _Toc528238376][bookmark: _Toc528245341][bookmark: _Toc528245470][bookmark: _Toc528250881][bookmark: _Toc528251008][bookmark: _Toc528251137][bookmark: _Toc528251265][bookmark: _Toc528310073][bookmark: _Toc528310200][bookmark: _Toc528321083][bookmark: _Toc528321204][bookmark: _Toc528329334][bookmark: _Toc528329498][bookmark: _Toc528329664][bookmark: _Toc528329828][bookmark: _Toc528332344][bookmark: _Toc528657708][bookmark: _Toc528671629][bookmark: _Toc528757700][bookmark: _Toc528927030][bookmark: _Toc528942978][bookmark: _Toc529185225][bookmark: _Toc529185392][bookmark: _Toc529196750][bookmark: _Toc529196917][bookmark: _Toc529198514][bookmark: _Toc528075869][bookmark: _Toc528076381][bookmark: _Toc528078063][bookmark: _Toc528078193][bookmark: _Toc528078751][bookmark: _Toc528078881][bookmark: _Toc528079011][bookmark: _Toc528079140][bookmark: _Toc528079269][bookmark: _Toc528079394][bookmark: _Toc528079518][bookmark: _Toc528146331][bookmark: _Toc528146458][bookmark: _Toc528166443][bookmark: _Toc528166570][bookmark: _Toc528231835][bookmark: _Toc528231965][bookmark: _Toc528232102][bookmark: _Toc528232231][bookmark: _Toc528232988][bookmark: _Toc528233117][bookmark: _Toc528236857][bookmark: _Toc528236987][bookmark: _Toc528238248][bookmark: _Toc528238377][bookmark: _Toc528245342][bookmark: _Toc528245471][bookmark: _Toc528250882][bookmark: _Toc528251009][bookmark: _Toc528251138][bookmark: _Toc528251266][bookmark: _Toc528310074][bookmark: _Toc528310201][bookmark: _Toc528321084][bookmark: _Toc528321205][bookmark: _Toc528329335][bookmark: _Toc528329499][bookmark: _Toc528329665][bookmark: _Toc528329829][bookmark: _Toc528332345][bookmark: _Toc528657709][bookmark: _Toc528671630][bookmark: _Toc528757701][bookmark: _Toc528927031][bookmark: _Toc528942979][bookmark: _Toc529185226][bookmark: _Toc529185393][bookmark: _Toc529196751][bookmark: _Toc529196918][bookmark: _Toc529198515][bookmark: _Toc528072914][bookmark: _Toc528073235][bookmark: _Toc529198516]Ligação aos routers
As ligações dos switches aos routers do operador serão realizadas de dois modos:
No caso do router que fornece acesso à internet, este será ligado na porta 1 do primeiro switch, configurada em modo de acesso na VLAN 747 (guest). Como alternativa em caso de falha, a porta 1 do segundo switch estará configurada de igual maneira.
No caso dos routers que fornecem acesso à rede corporativa, estes serão ligados às portas 21 dos dois primeiros switches, que serão configuradas em modo 802.1q (tagged) onde passam as VLANs 10 (untagged), 20 e 175 (tagged). 

Os diagramas seguintes demonstram o esquema de ligações aos routers:
Loja normal:
[image: ]
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Os access points serão alimentados por PoE e deverão ser ligados às portas 2, 3 e 4 dos switches do bastidor principal, ou às portas 1, 2, 3 e 4 dos switches dos outros bastidores.
Estas portas estarão configuradas para permitirem a passagem das seguintes VLANs:
· Vlan 10 - Gestão e Dados (untagged) 
· Vlan 747 – Guest/Internet (tagged)
Os access points terão um IP de gestão na VLAN 10.
O diagrama seguinte demonstra o esquema de ligações dos APs no bastidor principal:
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PD Super / Loja XXXXX:

IP Address:

Data de abertura:

Porta Dispositivo VLAN Cor Cabo

Porta 1 Router internet 747(u) + 749 (t) Laranja

25 27 1 3 5 7 9 11 13 15 17 19 21 23

Portas 2-4 AP's 10(u) + 747, 749 (t) Amarelo

PS1 Porta 5 Servidor frente loja 10 (u) Verde

Portas 6-8 Balanças (POS se necessário)** e botões 10 (u) Preto

26 28 2 4 6 8 10 12 14 16 18 20 22 24

Portas 9-11 POS (em caso de necessidade adicional, portas Balanças) 10 (u) Castanho

Portas 12-17 Rede Geral (PCs, Impressoras) 10 (u) Cinzento

25 27 1 3 5 7 9 11 13 15 17 19 21 23

Portas 12-17 Telefones IP c/ PC atrás 175 (u) Azul

PS2 Portas 18-20 IoT (Sensores, Segurança, Alarmes, Ponto, PBX, CCTV) 10 (u) Rosa *

Porta 21 Router Corporativo 10 (u) + 20, 175 (t) Roxo

26 28 2 4 6 8 10 12 14 16 18 20 22 24

Porta 22 Uplink entre switches por cobre, se necessário 10 (u) + Todas Vermelho

Porta 22, 21 Servidor CCTV, reserva IoT 10 (u) Rosa *

25 27 1 3 5 7 9 11 13 15 17 19 21 23

Portas 23-24 Stack VSF Cobre n/a Vermelho

PS2 Portas 25-28 SFP Fibra - Ligação outros bastidores 10 (u) + Todas -

26 28 2 4 6 8 10 12 14 16 18 20 22 24

25 27 1 3 5 7 9 11 13 15 17 19 21 23

PS1

26 28 2 4 6 8 10 12 14 16 18 20 22 24
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